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Introduction

 Adoption of Digital Technology in Modern Vehicles

 Event Data Recorder (EDR), In-Vehicle Infotainment (IVI) Systems, Telematics, ...

 GPS navigation, Connecting smartphone to car,

Music streaming, Hands-free calling

 Role and Limitations of EDR

 Vehicle accident data analysis has predominantly focused on event data recorders (EDRs)

 Capturing crucial information about the vehicle during a brief period before and after a collision

 Limitations of Accessing EDR Data

• It varies across automobile manufacturers

• Analysis is often restricted by its proprietary formats
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[ Source : “Security concerns in co-operative intelligent transportation systems” (2017) ]

ACM(Airbag Control Module)
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Introduction

 This paper,

 proposes a novel method for analyzing log data of an IVI system to determine the cause of a car accident

• Vehicle speed, seat belt status, airbag deployment, door status and revolutions per minute(RPM)

 validates the effectiveness of the proposed method: 

• Experiments were conducted using the Hyundai Avante CN7

Key finding: Log data of an IVI system can be a valuable resource for car accident analysis

• providing reliable legal evidence

• aiding in determining liability for vehicle collision.
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 “Analyzing driver response in real-world fatal crashes using the event data recorder” (Y. Ahmad et al.)

 Investigation of 16 accident cases involving passenger cars equipped with EDRs from 2019 to 2021

 Analysis of driver responses 5 seconds before the collision (braking, acceleration, steering control, etc.)

 Data extraction using the ‘OBD Method’ and ‘Direct Method’

 “Accident posture reconstruction and analysis of a purposed vehicle event data recorder” (Putra I et al.)

 Limitations of traditional EDRs: insufficient accident-related data

 Proposal for advanced event data recorders with more comprehensive data storage

 “Identifying near-miss traffic incidents in event recorder data” (S. Yamamoto et al.)

 Utilizing EDR data to identify near-miss traffic incidents

 Developing a predictive model to assess accident likelihood through EDR data analysis

Related Work
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‘OBD Method’ ‘Direct Method’
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 “Practical data acquisition and analysis method for automobile event data recorders forensics” (Lee et al.)

 Proposing a comprehensive approach for collecting and analyzing EDR data

 Classified into the ‘Canonical Method’ and ‘Non-Canonical Method’

 “Validation of EDR data for the purpose of the forensic expertise” (Nouzovský et al.)

 Evaluate the reliability of EDR data

 Assessment through comparison with video footage, skid marks, and witness statements

 Reliable information, but cross-validation with other investigative methods is essential

Related Work
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Forensic Method for car crash investigation
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Data collection

1. Enter the engineering mode

2. Select the ‘Copy Logs to USB’

3. Dump the log data 
onto the USB drive

Data analysisIdentification

• Android OS version
• Model of the IVI system
• How to enter Engineering mode

Engineering mode

• Extract meaningful evidence related 
to the incident

Forensic toolIVI system

Sandisk cruzer blade 
64gb usb 2.0Acquisition

Hyundai AvanteVehicle Model

Hyundai MobisIVI Manufacturer

Autopsy 4.20.0Analysis
Android 4.4.2 (KitKat)OS

Linux 3.18.24-tccKernel Version

Reporting

• Not include
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 Analyzing Log files of the IVI system

 Files were created or modified after starting driving

• Telematics.log, eventslogs.log, dumpstate-[date].txt

 Dividing the log data into six categories

Data Analysis Stage
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DescriptionIndex

Vehicle Movement1

Vehicle Speed2

Vehicle Collision3

Vehicle Location4

Vehicle Assist System5

Vehicle Door Status6
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1. Vehicle Movement data

 ./telematics.log

 True: started moving

 False: stopped moving

2. Vehicle Speed data

 ./dumpstate-[date].txt

A. Current vehicle speed

B. Current speed from the system

C. Changes in the vehicle’s speed

Data Analysis Stage
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B
C
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3. Data related to Vehicle Collision

 ./dumpstate-[date].txt

 Collision occurred

 Presence of passengers

 Seatbelt usage

 Rollover sensor activation

 Transmission position

 Engine Oil temperature

 RPM

 Airbag deployment status

 Parking brake activation.

Data Analysis Stage
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4. Vehicle Location data

 ./telematics.log, ./dumpstate-[date].txt

 ‘Address_name’ filed

 Latitude and Longitude are masked

Data Analysis Stage
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Vehicle Position

09-05 16:43.34
Departure points

09-05 16:45.12
Arrival points

Latitude: 37.580222**
Longitude: 127.876086*

Lat:***580222**
Lon:****876086*
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5. Vehicle Assist System data

 ./telematics.log

 Status of TCS (Traction Control System)

 Status of  LKA (Lane Keeping Assist) system

 status of the LDWS (Lane Departure Warning System)

 0: No issues

 Positive: issues

6. Vehicle Door Status data

 ./oem data/log/eventlogs.log, ./telematics.log

 1: Door opened

 0: Door closed

Data Analysis Stage
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5. Vehicle Door Status data

 ./oem data/log/eventlogs.log, ./telematics.log

 1: Door opened

 0: Door closed

6. Vehicle Assist System data

 ./telematics.log

 Status of TCS (Traction Control System)

 Status of  LKA (Lane Keeping Assist) system

 status of the LDWS (Lane Departure Warning System)

 0: No issues

 Positive: issues

Data Analysis Stage
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Discussion

 Timeline that reconstructs the driver’s actions

 Vehicle’s location information

 Estimation of Driver’s behavior

 Vehicle’s condition

 Estimating the time of the accident

(09-05 16:44:21)

 Some limitations

 Considering to a specific car model

 Needed to enter Engineering mode

-19-

Automotive crash timeline

Vehicle Collision
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Conclusion and future work

Conclusion

 A new method for collecting and analyzing log data from IVI systems for vehicle accident investigations

• It can help determine the cause of car crashes

 Critical data related to car accident could be obtained without relying on manufacturer-specific tools

• Date type: vehicle speed, vehicle assist system data, vehicle movement,  airbag deployment, 

• The data can be used to complement EDR data

Future work

 Our method should be extended to a wider range of vehicle models

 Automated tools are needed for efficient analysis
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